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v J AutoTest Results

«/ Air Quality
+/ 802.11 Channel Utilization
" 2.4GHz
+/ Ch 11: 11% utilization 50% or lower
+/ Ch 1: 9% utilization 50% or lower
+/ Ch 5: 7% utilization 50% or lower
? 5GHz
No Utilization
+/ Non-802.11 Channel Utilization
" 2.4GHz
+/ Ch 6: 15% utilization 30% or lower
+/ Ch 5: 15% utilization 30% or lower
+/ Ch 11: 14% utilization 30% or lower
? 5GHz
No Utilization
+/ Co-Channel Interference
" 2.4GHz
+/ Channel 11: 2 Access Point(s) with -75 dBm or higher
+/ Channel 1: 2 Access Point(s) with -75 dBm or higher
+/ Channel 6: 1 Access Point(s) with -75 dBm or higher
? 5GHz
No Utilization
% Network Quality
+/ ssID: DIS
o Coverage: 1 Access Point(s) with good signal quality
+/" Interference: No interfering Access Points detected
«f Security: All Access Points use same security
+/ Connection: Pass
Access Point Name: AsusTk:001fc6-ce5398
Access Point Channel: 1 (2,412GHz)
%" 802.11 Authorization
%" User Authorization
%" IP Address: 192.168.000.106
%" Packet Rate: 135 Mbps
%" Retry rate: 0%
%" Ping Test: 192.168.0.2
%" Ping Test: 192.168.0.2
%" Ping Test: 192.168.0.2
@ Rogue Access Points Test is disabled
+/ Ad Hoc Networks are not detected
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File SN000179 Date/Time Recorded
Profile STUWIFI 8/4/2014 9:33:16 AM

AutoTest Thresholds

802.11 Channel Utilization

X 802.11 > 85%

N 802.11 > 50%

+/ 802.11 <= 50%
Non-802.11 Channel Utilization

# Non-802.11 > 65%

N Non-802.11 > 30%

+" Non-802.11 <= 30%
Co-Channel Interference

X More than 12 Access Point(s) with Signal Level >= -75 dBm on same channel
é More than 4 Access Point(s) with Signal Level >= -75 dBm on same channel

+ No more than 4 Access Point(s) with Signal Level >= -75 dBm on same channel

Network Coverage

X No Access Points discovered or no Access Points with Signal Level >= -85 dBm and Signal Quality >= 10 dB
& At least one Access Point with Signal Level >= -85 dBm and Signal Quality >= 10 dB
+/ At least 1 Access Point(s) with Signal Level >= -70 dBm and Signal Quality >= 25 dB

Network Co-Channel Interference

X More than 10 Access Point(s) with Signal Level >= -75 dBm on same channel
é More than 3 Access Point(s) with Signal Level >= -75 dBm on same channel

+ No more than 3 Access Point(s) with Signal Level >= -75 dBm on same channel

Connection Retry Rate
X Retry Rate > 50%
& Retry Rate > 40%
+/ Retry Rate <= 40%
Connection Packet Rate

X Actual Packet Rate < 10% of Access Point maximum supported Tx rate

& Actual Packet Rate < 30% of Access Point maximum supported Tx rate

«/" Actual Packet Rate >= 30% of Access Point maximum supported Tx rate
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Date/Time Recorded
8/4/2014 9:33:16 AM

Networks Summary

Total SSIDs:5

SSID *Mode 802.11 #APs APs Best Ap Security Notes
Types Signal dBm

DIS I b,g,n AsusTk:CE:53:98 -58 WPA2-P(AES- 40 MHz 802.11n is not
CCMP) recommended on 2.4 GHz

EMAGD I b,g PheeNt:00:A0:6E -51 WPA2-E(AES-

PheeNt:00:A0:68 CCMP)

EMAGD-SRV I b,g,n CE:D3:A3:98:D0:DE -81 WPA2-P(AES- 40 MHz 802.11n is not
CCMP) recommended on 2.4 GHz

VDO-METTEM I b,g,n BC:EE:7B:6D:F9:78 -69 WPA2-P(AES-
CCMP)

VDO-METTEM-ASUS I b,g,n Natnl:8D:D0:0B -74 WPA2-P(AES-
CCMP)

*Mode Legend:

I=Infrastructure
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AirCheck Detail Report

Date/Time Recorded
8/4/2014 9:33:16 AM

Networks Detail

SSID: DIS

Vendor Meru Name Ch Signal SNR Authorization Security 802.11 Discovered Supporte

MAC/BSSID AP/Radio (dBm) (dB) (ACL) Types /Reported d Rates
ID Clients (Mbps)

AsusTk 1 -58 38 Unknown WPA2-P(AES-CCMP) b,g,n 0/-- 1-300

00:1F:C6:CE:53:98

SSID: EMAGD

Vendor Meru Name Ch Signal SNR  Authorization Security 802.11 Discovered Supporte

MAC/BSSID AP/Radio (dBm) (dB) (ACL) Types /Reported d Rates
1D Clients (Mbps)

PheeNt 6 -51 47 Unknown WPA2-E(AES-CCMP) b,g 0/-- 1-54

00:1A:50:00:A0:68

PheeNt 1 -60 36 Unknown WPA2-E(AES-CCMP) b,g 0/-- 1-54

00:1A:50:00:A0:6E

SSID: EMAGD-SRV

Vendor Meru Name Ch Signal SNR Authorization Security 802.11 Discovered Supporte

MAC/BSSID AP/Radio (dBm) (dB) (ACL) Types /Reported d Rates
ID Clients (Mbps)

CE:D3:A3:98:D0:DE 5 -81 17 Unknown WPA2-P(AES-CCMP) b,g,n 0/-- 1-300

SSID: VDO-METTEM

Vendor Meru Name Ch Signal SNR  Authorization Security 802.11 Discovered Supporte

MAC/BSSID AP/Radio (dBm) (dB) (ACL) Types /Reported d Rates
ID Clients (Mbps)

BC:EE:7B:6D:F9:78 11 -69 27 Unknown WPA2-P(AES-CCMP) b,gn  0/-- 1-144

SSID: VDO-METTEM-ASUS

Vendor Meru Name Ch Signal SNR Authorization Security 802.11 Discovered Supporte

MAC/BSSID AP/Radio (dBm) (dB) (ACL) Types /Reported d Rates
ID Clients (Mbps)

Natnl 11 -74 22 Unknown WPA2-P(AES-CCMP) b,g,n 0/-- 1-144

AC:22:0B:8D:D0:0B
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MAC 00:C0:17:32:01:44 Profile STUWIFI 8/4/2014 9:33:16 AM

Access Points Summary
Total Access Points:6

Access Point  Authorizati 802.11 Ch # SSID Best Ap Security Notes
on (ACL) Types SSID Signal dBm

AsusTk:001fc6- Unknown b,g,n 1 1 DIS -58 WPA2-P(AES- 40 MHz 802.11n is not recommended on

ce5398 CCMP) 2.4 GHz

bcee7b-6df978 Unknown b,g,n 11 1 VDO-METTEM -69 WPA2-P(AES-
CCMP)

ced3a3-98d0de Unknown b,g,n 5 1 EMAGD-SRV -81 WPA2-P(AES- 40 MHz 802.11n is not recommended on
CCMP) 2.4 GHz

Natnl:ac220b- Unknown b,g,n 11 1 VDO-METTEM-ASUS -74 WPA2-P(AES-

8dd00b CCMP)

PheeNt:001a50-  Unknown b,g 6 1 EMAGD -51 WPA2-E(AES-

00a068 CCMP)

PheeNt:001a50- Unknown b,g 1 1 EMAGD -60 WPA2-E(AES-

00a06e CCMP)
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Date/Time Recorded
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Access Points Detail

Name: AsusTk:001fc6-ce5398 Mode: Infrastructure

Vendor Meru SSID Ch Signal SNR Authorization 802.11 Discovered Supporte

MAC/BSSID AP/Radio (dBm) (dB) (ACL) Types /Reported d Rates
ID Clients (Mbps)

AsusTk DIS 1 -58 38 Unknown WPA2-P(AES-CCMP) b,g,n 0/-- 1-300

00:1F:C6:CE:53:98

Name: bcee7b-6df978 Mode: Infrastructure

Vendor Meru SSID Ch Signal SNR Authorization 802.11 Discovered Supporte

MAC/BSSID AP/Radio (dBm) (dB) (ACL) Types /Reported d Rates
ID Clients (Mbps)

BC:EE:7B:6D:F9:78 VDO-METTEM 11 -69 27 Unknown WPA2-P(AES-CCMP) b,g,n 0/-- 1-144

Name: ced3a3-98d0de Mode: Infrastructure

Vendor Meru SSID Ch Signal SNR Authorization 802.11 Discovered Supporte

MAC/BSSID AP/Radio (dBm) (dB) (ACL) Types /Reported d Rates
ID Clients (Mbps)

CE:D3:A3:98:D0:DE EMAGD-SRV 5 -81 17 Unknown WPA2-P(AES-CCMP) b,g,n 0/-- 1-300

Name: Natnl:ac220b-8dd00b Mode: Infrastructure

Vendor Meru SSID Ch Signal SNR Authorization 802.11 Discovered Supporte

MAC/BSSID AP/Radio (dBm) (dB) (ACL) Types /Reported d Rates
ID Clients (Mbps)

Natnl VDO-METTEM-ASUS 11 -74 22 Unknown WPA2-P(AES-CCMP) b,g,n 0/-- 1-144

AC:22:0B:8D:D0:0B

Name: PheeNt:001a50-00a068 Mode: Infrastructure

Vendor Meru SSID Ch Signal SNR Authorization 802.11 Discovered Supporte

MAC/BSSID AP/Radio (dBm) (dB) (ACL) Types /Reported d Rates
ID Clients (Mbps)

PheeNt EMAGD 6 -51 47 Unknown WPA2-E(AES-CCMP) b,g 0/-- 1-54

00:1A:50:00:A0:68

Name: PheeNt:001a50-00a06e Mode: Infrastructure

Vendor Meru SSID Ch Signal SNR Authorization 802.11 Discovered Supporte

MAC/BSSID AP/Radio (dBm) (dB) (ACL) Types /Reported d Rates
ID Clients (Mbps)

PheeNt EMAGD 1 -60 36 Unknown WPA2-E(AES-CCMP) b,g 0/-- 1-54

00:1A:50:00:A0:6E
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AirCheck Information
Serial Number 1267002 File SN000179

AirCheck Detail Report

Date/Time Recorded
MAC 00:C0:17:32:01:44 Profile STUWIFI 8/4/2014 9:33:16 AM

Clients Summary

Total Clients:3

Vendor MAC Associated SSID Associated AP Signal
F4:F1:5A:A8:C9:D0 -66 dBm
D0:51:62:F8:6F:A6 -90 dBm
20:64:32:DE:D5:10 -53 dBm

Probing Clients Detail

Vendor MAC Probed Channels Probed SSIDs Signal

D0:51:62:F8:6F:A6 2.4 GHz: 8 5 GHz: -- Ersh_FREE_Wi_FI, -90 dBm
MASTERotDRUGA.ru199,
Yakitoriya, MTS_WiFi_free,
Doberman, boston pub, HomeAP,
Boston Pub, Chaihona_WiFi_FREE,
DIS, TerminalServis
20:64:32:DE:D5:10 2.4 GHz: 1 5 GHz: -- DIS -53 dBm
F4:F1:5A:A8:C9:D0 2.4 GHz: 12 5 GHz: -- -66 dBm

Associated Clients Detail

N/A
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MAC 00:C0:17:32:01:44 Profile STUWIFI 8/4/2014 9:33:16 AM

Channels Summary

2.4 GHz
Freq AP Client # Dup Total Util (%) 802.11 Util (%) Non-802.11 Util (%) User
Ch (GHz) Count Count SSIDs Avg Last Avg Last Avg Last Offset
1 2,412 2 0 0 22 29 9 9 13 20 0dB
2 2,417 0 0 0 23 19 10 6 13 13 0dB
3 2,422 0 0 0 31 32 5 13 26 19 0dB
4 2,427 0 0 0 28 21 6 2 22 19 0dB
5 2,432 1 0 0 22 19 7 11 15 8 0dB
6 2,437 1 0 0 20 19 4 6 16 13 0dB
7 2,442 0 0 0 20 18 4 5 16 13 0dB
8 2,447 0 0 0 27 18 6 0 21 18 0dB
9 2,452 0 0 0 16 15 0 0 16 15 0dB
10 2,457 0 0 0 19 11 5 4 14 7 0dB
11 2,462 2 0 0 25 16 11 9 14 7 0dB
12 2,467 0 0 0 18 15 3 5 15 10 0dB
13 2,472 0 0 0 14 8 0 1 14 7 0dB
*14 2,484 0 0 0 9 4 1 1 8 3 0dB

*Illegal Channel
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AirCheck Information

Serial Number 1267002 File SN000179 Date/Time Recorded
MAC 00:C0:17:32:01:44 Profile STUWIFI 8/4/2014 9:33:16 AM

5 GHz
Freq AP Client # Dup Total Util (%) 802.11 Util (%) Non-802.11 Util (%) User
Ch (GHz) Count Count SSIDs Avg Last Avg Last Avg Last Offset
*34 5,170 0 0 0 0 0 0 0 0 0 0dB
36 5,180 0 0 0 0 0 0 0 0 0 0dB
*38 5,190 0 0 0 0 0 0 0 0 0 0dB
40 5,200 0 0 0 0 0 0 0 0 0 0dB
*42 5,210 0 0 0 0 0 0 0 0 0 0dB
44 5,220 0 0 0 0 0 0 0 0 0 0dB
*46 5,230 0 0 0 0 0 0 0 0 0 0dB
48 5,240 0 0 0 0 0 0 0 0 0 0dB
52 5,260 0 0 0 0 0 0 0 0 0 0dB
56 5,280 0 0 0 0 0 0 0 0 0 0dB
60 5,300 0 0 0 0 0 0 0 0 0 0dB
64 5,320 0 0 0 0 0 0 0 0 0 0dB
100 5,500 0 0 0 0 0 0 0 0 0 0dB
104 5,520 0 0 0 0 0 0 0 0 0 0dB
108 5,540 0 0 0 0 0 0 0 0 0 0dB
112 5,560 0 0 0 0 0 0 0 0 0 0dB
116 5,580 0 0 0 0 0 0 0 0 0 0dB
120 5,600 0 0 0 0 0 0 0 0 0 0dB
124 5,620 0 0 0 0 0 0 0 0 0 0dB
128 5,640 0 0 0 0 0 0 0 0 0 0dB
132 5,660 0 0 0 0 0 0 0 0 0 0dB
136 5,680 0 0 0 0 0 0 0 0 0 0dB
140 5,700 0 0 0 0 0 0 0 0 0 0dB
149 5,745 0 0 0 0 0 0 0 0 0 0dB
153 5,765 0 0 0 0 0 0 0 0 0 0dB
157 5,785 0 0 0 0 0 0 0 0 0 0dB
161 5,805 0 0 0 0 0 0 0 0 0 0dB
165 5,825 0 0 0 0 0 0 0 0 0 0dB

*Illegal Channel
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2.4 GHz: Average Utilization (%)
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2.4 GHz: Last Utilization (%)
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AirCheck Information
Serial Number 1267002
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AirCheck Detail Report

Date/Time Recorded
8/4/2014 9:33:16 AM

AirCheck Connections

Connection Summary: DIS

SSID:

Name:

BSSID:

Last Data Rate:

DIS
AsusTk:001fc6-ce5398

00:1F:C6:CE:53:98
300Mbps

Connection Process:
H CoeanHeHWe ycTaHOBEHO
ﬁ MponsseaeH 0bM. nakert. ¢ T/}
ﬁ T/ ocywecTBuna ayTeHTUbUK.
o MoaxnoyeHo K ceTn
I IP-agpec: 192.168.000.106
A 06MeH nakeTamm ¢ ceps. DHCP
o Monyyexo npurnawexne DHCP
@ Hosbilt IP-apgpec gonyctum
£’ HailneHo Lenesbix ycTpoiicTs: 3/3
@ LWnios: 192.168.000.002
ﬁ MwuH: 8ms, cpea: 14ms, Makc: 33ms
ﬁ Otnpasn.:10,nonyy.:10,notep.:0
ﬁ DHCP:192.168.000.002
ﬁ MwuH: 3ms, cpea: 4ms, Makc: 6ms
ﬁ Otnpasn.:10,nonyy.:10,notep.:0
W DNS 1: 192.168.000.002
ﬁ MwuH: 3ms, cpen: 8ms, Makc: 22ms
ﬁ Otnpas.n.:9,nonyy.:9,notep.:0

Connection Duration: 00:00:11
IP Resolution: DHCP
IP Address: 192.168.000.106
DHCP Server Address: 192.168.000.002
Subnet Mask: 255.255.255.000
Default Gateway: 192.168.000.002
Primary DNS: 192.168.000.002
Secondary DNS:
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AirCheck Information
Serial Number 1267002

AirCheck Detail Report

File SN000179 Date/Time Recorded

MAC 00:C0:17:32:01:44 Profile STUWIFI 8/4/2014 9:33:16 AM

Connection Log: DIS

Elapsed Time (sec) Result

0 [MogknoyeHne: nHMUManu3auus

0 MoakntoyeHue: obHapy>XeHO coBnaaeHne B Npodusie. UCMOMb3YIOTCA NPpeaBapuT. HAaCTPONKK
0 Mpodwunb: HactpoeHHoe noaTBepxaeHne noannHHocTn: WPA2-PSK

0 Mpodwunb: HaCTPOeH MexaHu3M LundpoBaHusi: AES-CCMP

0.305 802.11:
0.411 802.11:
0.435 802.11:
1.375 802.11:
1.378 802.11:
1.378 802.11:
1.393 802.11:

HauMHaeTCsa NoMck Tovek aoctyna ¢ SSID

obHapyxeHa LeneBasi Touka goctyna. BSSID: 001fc6-ce5398
MOJyYeH CKaHWPYIOLLMI OTKIIMK OT LIeNeBOM TOYKM AOCTyMa
NpoM3BOAUTCSA OTMPaBKa 3anpoca Ha ayTeHTUbMKaLmio
ayTeHTMUKaLMS NpoLLIa YCreLHO

NpOM3BOAUTCSA OTMPaBKa 3anpoca Ha NoAK/YeHNe
MOAK/IOYEHNE MPOLUO YCMeLHO

1.393  MoaxnounTb: YCTaHOBNEHO COEAMHEHME C TOUKOM aocTyna. BSSID: 001fc6-ce5398

1.402 802.1X:
1.409 802.1X:
1.414 802.1X:
1434 802.1X:
1439 802.1X:

1.441 802.1X:
1.446 DHCP:
1.449 802.1X
2,494 DHCP:
2,496  DHCP:
2.608 DHCP:
2.609 DHCP:
3.515 DHCP:
4.015 DHCP:
4.515 DHCP:
4.516  DHCP:
4.516 DHCP:
4.516  DHCP:
4.516 DHCP:
4.516  DHCP:
4.516 DHCP:
4.516  DHCP:

10.917 802.11

3anyck npouecca ayTeHtTudukaumum EAP

NONy4YeH CTapT YETbIPEXCTOPOHHEro Kitoya EAP ¢ cepBepHbIM 3Ha4YeHMeM honce
OTNPaBNsieTCsl 4-CTOPOHHMUIA KoY EAP € KIMEHTCKUM 3Hay. NONCe U 3/1eM. UHd.
noslyyYeH YeTbIPEXCTOPOHHMUIA Koy EAP

YETbIPEXCTOPOHHUI K04 COAEPXUT 3allMdpoBaHHbIE AaHHbIE
OTNPAaBNSETCSA YETbIPEXCTOPOHHMIA KNtoy EAP

OTNpaBneH 3anpoc Ha 0bHapy>xeHue

! 3aBEpLUEHO

nosly4YeHO NpeanoXxeHne

OCYLLECTBISIETCA 3aMpoc O BblAeNeHun agpeca

3anpoc NpPUHSAT CEPBEPOM

npoBepKa BbIAENSEMOro agpeca Ha 3aHATOCTb

NpoBepKa BbIAENSEMOr0 aapeca Ha 3aHATOCTb

npoBepKa BbIAENSEMOro agpeca Ha 3aHATOCTb

npeBbIlWeH MHTepBan oxunaadns ARP. BoiaeneH agpec
onepaums YCrnewHo 3aBepLieHa

IP-appec: 192.168.000.106

Macka noacetu: 255.255.255.000

wo3: 192.168.000.002

IP-appec cepsepa: 192.168.000.002

ocHOBHoW cepsep DNS: 192.168.000.002

fononHuTenbHbIn cepeep DNS: 000.000.000.000

: NPOM3BOAMTCS OTMpaBKa 3anpoca Ha AeayTeHTUdMKaLmio

10.931 TMoakntoyeHne: OTKIOYEHO
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AirCheck Information
Serial Number 1267002

File SN000179

MAC 00:C0:17:32:01:44 Profile STUWIFI

AirCheck Detail Report

Date/Time Recorded
8/4/2014 9:33:16 AM

AirCheck Information

Software Version:

USB Version:

Radio Version:

AirCheck Radio Setting:
AirCheck Country Setting:
Session Duration:
AirCheck Manager Version:

3.0 C6opka: 5433
2-1027
27.0.40.1.b0.0.c0
RU

Russia

00:00:36

3.0
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