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Cneuudmkauum: AirMagnet™ Wi-Fi Analyzer

AirMagnet Wi-Fi Analyzer PRO nomozaem
UT-cneyuanucmam ycmpaHsms
Heronadku, a makxe aHanu3uposams
6ecrnpoBoOHbIX cemu U rpos8ooumsb
KOHMPOIIbHbIE MPO8epKU 8 Hux. C
MomMowbto 00HO20 MObUITbHO20
ycmpoticmea MOXHO 6bicmpo pewams
npobemMbl KOHEYHOZ0 Mob308amerns,
asmomamuy4ecKku obHapyxueasi y2po3bl
6e3onacHocmu u ysisgumocmu
becrnposodHoU cemu. Amo peweHue
10380/155eM cemesbIM UHXXEeHEpaM 1e2K0
duazHoCmupo8ampe MHOXECm8o
pacrnpocmpaHeHHbIX npobnem
be3onacHocmu u rnpousgodumenibHoCmu
becrposodHbIx cemel, 8KrroYas
npobnemsi npomnyckHoU crrocobHocmu,
COeOUHEeHUS], KOHGh/IUKMbI ycmpoucme u

npobnemsl multipath, npednaesas:

o KomnnekcHbIl Habop
UHCMpyYMeHmMos8 01151 aKMU8HO20
roucka u ycmpaHeHusi
HeucripasHocmeU;

o [TonHbIt nakem Ons 6ecripo8odHoU
cemu Wi-Fi cmaHOapma
802.11a/b/g/n/ac u aHanu3a nomex;

® M2HOBEHHYI peaKyur Ha
rnpobnembl becripo8odHbIX cemeu;

* aHasu3 nepsonpuYuUH npobrem
poymuHea krueHma WLAN;

o AyOum becrpo8odHol cemu Ha
Hanuyue HecaHKUUOHUPOBaHHbIX

ycmpoticms u ysi3gumocmed.

AirMagnet Wi-Fi Analyzer PRO ocHaujeH

moQyrnemM co30aHusi om4yemos, KomopabiU

asmomMamu4ecKu coriocmaerssaem
roJs1y4eHHble ceedeHusi 0 cemu ¢
mpe6066HUﬂMU coomeemcmeus

rnosiumukamMm u ompacrieeébiM HopmMamueam.

| Cneundomkaumm |

Ananuzartop AirMagnet Wi-Fi Analyzer PRO — 310, npakTuyecku, ctTaHgapTHbIA MHCTPYMEHT
ONs noucka n ycTpaHeHust HemcnpaBHOCTEN B KoprniopaTuBHbix ceTax Wi-Fi ctaHgapTa
802.11a/b/g/n/ac n yactoTown 4,9 I'Tu. Agpo aHanusatopa AirMagnet Wi-Fi Analyzer PRO — aTo
koMnoHeHT AirWISE®, KoTopbli aBToMaTnyeckn obHapyxmnsaeT NpUYMHbI Ppa3HOO6Pa3HbIX
npobnem c 6e30nNacHOCTbO 1 NPON3BOAUTENBHOCTLIO, ONUCKIBAET NX B OCTYNMHOM BUAE U
pekoMeHayeT cnocobbl NX yCTpaHeHusl. TO ynbTpanopTaTMBHOE NPOrpaMMHOE CPeacTBO
WLAN, npoHukatoLlee B cambiii UCTouHMK npobnem WLAN ans 6onee 6bICTporo 1 TO4HOro
obHapyxeHusa cboeB 6e3 oTkNYeHNa Tovek gocTyna. C NOMOLLbIO 3TOro
cneumnanma3vpoBaHHOro peLleHns Nofnb3oBaTenyn rapaHTMpoBaHHO O6GHapyxaT nobble
npobnemsbl cetn WLAN, B 0oTnMune oT BCTPOEHHOro B MHppacTpykTypy peweHns WLAN c
OrpaHNYeHHbIMY BO3MOXHOCTSIMU. PeLleHne No3BonsieT MeHempKepam CeTu Nerko npoBepsaTb 1
OMarHoCTMpPOBaTb MHOXECTBO pacnpoCTpaHeHHbIX MPO6remM Npon3BOANTENBHOCTH
6ecnpoBOAHbIX CETEN, B TOM Yncre npobnembl NPOnyckHOM CNOCOGHOCTM U NOAKIOYEHNS,
KOHPMMKTBI YCTPOWCTB, @ Takke Npobnemsbl, CBsA3aHHble C MHOrony4eBbiM curHanom. AirMagnet
Wi-Fi Analyzer BkntoyaeT B cebsi NONMHOLEHHBI MOAY b CO3[aHMs OTYETOB O COOTBETCTBUM
HOpMaTMBHbIM TPeBOBaHMAM, KOTOPbIN aBTOMaTUYECKM CONOCTaBNAET CBEAEHWSA O CETU C
TpeboBaHMAMM O COOTBETCTBMM NONUTMKAM U OTpacneBbiM HopMaTMeam. AHanmsaTop
AirMagnet Wi-Fi Analyzer — 310 camoe TO4HOE B OTpacnun CpeacTBo AN noncka
HevcnpaBHOCTEN U oNTUMK3aL MM GecnpoBoaHbIX ceTel cTanaapTa 802.11ac, koTopoe Hukoraa
He ynyckaeT Tpadumk Wi-Fi n nomoraet pewatb npobnemsl ¢ nepeoro pasa.
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KomnnekcHoe pelueHue Ans aHanusa u ycTpaHeHUsA HeucrnpaBHOCTeN

BaxHOo 0TMeTUTb, YTO BCE peLleHns Unu cpeacTBa A5 NoUcka U yCTpaHeHUss HeMCnpaBHOCTEN OTNINYAIOTCS, U KpariHe BaXKHO peluaTtb Nnpobnemel
C NepBoOro pa3a, He3aBMCMMO OT UX MECTOHAXOXAEHWs, 1, YTo ellle Bonee BaXHO, He OKa3blBasi BMUSIHUA Ha NPOU3BOANTENBHOCTb
MHPaCTPYKTYpbl ToYek AocTyna. PacnpocTpaHeHo 3abnyxaeHne, 4To, Mcnosb3yst 6ecnnaTtHble NPUNoXeHWs nnu 6asoBble BO3MOXHOCTY Noucka
HeucnpaBHOCTEW, BCTPOEHHbIE B MHAPACTPYKTYPY TOHYEK JOCTYNa, MOXHO pelunTb npobnemsl, Bnusowme Ha 6e3o0nacHoOCTb 1
npoun3BOANTENBHOCTL CeTU. becnnaTHble n MHorne BIoAXETHBIE NPUMOXEHNA NPEAOCTaBMAT TONBLKO 6a30Bble BO3MOXHOCTN MOHUTOPUHIA
CeTW, KOTOPbIM He XBaTaeT rnybvHbl ANs peanbHOro aHanu3sa UM UHCTPYMEHTOB ANs YyCTPaHeHUs1 HeMnonaaok W peLleHnst peanbHbIX Npobnem.
X BO3MOXHOCTM HE MOTYT CPaBHUTLCSI C DYHKLMAMM HacTosLero aHanvsaropa 6ecnpoBoaHbIx ceTew, Takoro kak AirMagnet Wi-Fi Analyzer
PRO, koTopblii MOXeT ycTpaHuTb ntobyto npobnemy cetn Wi-Fi. MHorvne pelueHust onst MHpacTpykTypbl ToUek 4ocTyna obecnevmsatoT
KOMMIEKCHbI MOHUTOPWHT U yNpaBrieHne 3a CYeT YaCTUYHOTO UKW MOMNHOro ckaHnposaHus. Oba BapuaHTa MMeloT Cepbe3Hble OrpaHnyeHns ans
aHanusa n ycTpaHeHus Henonaaok B paboTte. MeToabl HaCTUYHOIo CkaHMPOBaHWSA NPUMBOAAT k bonee meaneHHoOMy obHapyxeHuo npobnem B
CeTV 1 MOTyT Aaxe ynyctutb npobnemy uenukom. MNpy NONHOM CKaHMPOBaHWM TOYKa JOCTYNa He MOXET NpefoCTaBnsTe CETEBbIE CEPBUCHI, YTO
BMMSAET Ha Balmx nonb3osaTtenen. Kpome Toro, korga Todka 4oCTyna HaxoauTCs B CneLuanbHOM pexmme CKaHMPOBaHUS, 3TO NPUBOAMUT K
N3MEHEHWIO XapakTepuCTUK CeTH, T. €. YCTPaHeHNe HenCcnpaBHOCTEN BNMSAET Ha KpUTEpPUW, KOTOPbIe Bbl NblTaeTecb NpoBepuTb. Kpome Toro,
TOYKM JOCTyNa 3aKpenneHbl Ha NOTOMKe U He MOryT ObITb AOCTaBMNEHbl B MECTO BO3HUKHOBEHNS Npobnembl. C aHanusaTtopom AirMagnet Wi-Fi
Analyzer PRO Bce 3T1 orpaHuyeHusi ucyesaroT, bnarogaps cneunanbHOMY NonHOMYHKLMOHANbHOMY FTOKanbHOMY MOWCKY U YCTPaHEHUIo
HencnpasBHOCTEN NPWU HYNEBOM BPEMEHMW MPOCTOS TOYKM JOCTYNa.

AHanuns3 n nouck HeucnpaBHocTten 802.11ac

802.11ac — ato crtaHaapT cetert WLAN HOBOro nokoneHus ¢ obellaHHom
noaAepPKKOWM rMrabuTHbIX CKOPOCTEN, U C 9TUM CMeNbIM obeLlaHneM CBA3aHo
MHOX€eCTBO 3afay, C KOTOPbIMU NPUAETCH CNPaBMATLCS Nofib3oBaTensm. C
AirMagnet Wi-Fi Analyzer PRO ceTeBble nHxeHepbl nony4yat BaXkHble AaHHbIE,
Heobxoaumble Ans GbICTPOro peLueHns NpobneM KOHeYHOro nonb3oBaTens u
npegoTepaLleHust JoporocToswmx gopaboTok n ackanaumin. AirMagnet Wi-Fi
Analyzer PRO — 3T0 eAVMHCTBEHHbIV B OTpaciv aHan3atop 6ecnpoBogHbIX
ceTen, KoTopbIn He ynyckaeT Tpaduk 802.11ac, nonHocTbio NnoaaepxmnsaeT 3X3
1 MOXeT peLuaTb nobble npobnemsl cetert 802.11ac. BaxHo, 4To npoBepka
NPOBOANTCS HAa MeCTe BbiSiBIIeHWs Npobnemsl Ans 6onee adPeKTMBHOIO
yCTpaHeHNs HeNnonagok, ¢ HyneBbIM BO3OENCTBMEM Ha CETb MO CPABHEHWIO C
NMOBTOPHBIM UCMOSIb30BAHWEM TOYKM JOCTYNa UMW OrpaHUYeHnem BUOUMOCTY Ha
OCHOBaHWUM (PUKCMPOBaHHbIX TOYMEK AOCTYNa ANS YCTpaHeHUs Henonaaok.
PelueHne Takke nomoraeT nonb3oBaTensM onTMMU3MpoBaTb Nepexoq ot
CTapbIX TEXHOMNOMMI K HOBOMY CTaHAapTy C yHMKanbHbIM Habopom
nHcTpymeHToB 802.11ac, ynpowatoLwmm acheKkTMBHOE NCMONb30BaHME oMU
HoBowm TexHonorun 802.11ac Ansa yBenuyeHunsi NponyckHonM cnocobHOCTU 1
npounsBoamuTENbHOCTU. STOT HAbOP MHCTPYMEHTOB BKIOYaeT B cebs:

5 Eficiency [§

Puc. 1: AHanus u nouck HeucrnipasHocmeli 802.11ac

e CumynsaTop nponyckHoun cnoco6Hoctv WLAN: paccunTbiBaeT NponycKkHY CNOCOBHOCTb CeTH, YyTUNM3aLmMio U CnyKebHbIn Tpadvk B
3ajaHHbIX NONb3oBaTeNeM yCoBUSIX, UMUTUPYS CYLLECTBYIOLLYIO CETb UK Ao6aBfieHne B Hee HOBbIX TOYEK JOCTYNa Ui CTaHLMWIA.

¢ CpepnctBo Throughput/lperf: no3sonseT nonb3oBatensm TeCTUPOBaTb NPOM3BOAUTENBHOCTL NGO TOUKM JOCTYNa B cpeae U N3MepsTb
MaKCcuMarnbHyto npornyckHyto cnocobHocTb WLAN B KOHKPETHOM MeCTe, HaxoAWTb ONTUMAasIbHYH KOHMIypaumio AN yBenuyeHns
nponyckHow cnocobHocTn WLAN, a Takke TeCTUpoBaTb YCTPOWCTBA NPY Pa3NNYHbIX CLEHAPUSX CTPECCOBOW Harpy3ku.

¢ MHCTpyMeHT aHanu3a 3ppeKTUBHOCTU: aHanu3npyeT ceaHcbl Mexay Toukamu gocTtyna u ctaHumsmm 802.11ac/n, nokasbiBaeT npu
NMOMOLLY LIBETOBOWN KOAMPOBKU, HACKOMbLKO 3(peKTUBHO NCNonb3yloTcs Bo3MOXHoCTU ctaHaapTa 802.11ac 1 802.11n. CpeacTtso
yKasbIlBaeT Ha PyHKLUK, KOTOPblE NCMONb3YTCst HEAMEKTUBHO, N AaeT NOACKA3KM MO YNyyLLIEeHNI0 NPON3BOAUTENBHOCTU Hapsay C
He3aBMCMMbIM HabNAeHWEM 3a NPON3BOAUTENIBHOCTHIO B BOCXOASILLEM U HACXOASILLEM KaHanax.

« CpeacTBO ANsl aHanu3a: NpefocTaBnseT noapobHY0 CTAaTUCTMKY O ceaHcax 6ol ToUkM JOCTyna, noMoras Nofib3oBaTensiM TOYHO
onpeaensaTb NPUYNHBLI HA3KOW NMPON3BOAUTENBHOCTU. BbIBOAMTCA cTaTUCTMKA Mcnonb3oBaHMs kaHanos 20/40/80/160 Ml Ty,
ncnone3osanus SGI, nHaekca MCS 802.11ac MCS, ckopoctu nepegaymn gaHHbix PHY n A-MPDU (tonbko ans 802.11n).

« CpeacTBO ANs pacyeTa Yncra yCTPOWUCTB: MO3BOSISIET NONb30BaTeNsaM BXOAUTb B cneumdukaumm Todek goctyna 802.11ac nnm
802.11n 1 paccunTbiBaTh 0XMAAEMYH NMPON3BOANTENBHOCTb CETU C Y4ETOM BO3MOXHOCTEW NOAKITHOYAIOLLMXCS K HUM KITMEHTOB.
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BbicTpoe 1 ToYHOe yCTpaHeHue Henonagok

[MepepnBuxeHne kK MeCTy BO3HUKHOBEHUSA Npobnembl gaet AirMagnet Wi-Fi
Analyzer PRO krnto4yeBoe NpeumyLLecTBO Npu ycTpaHeHun Henonagok. Coop
AaHHbIX 1 MX OLeHKa AaloT NoHoe npeAcTaBneHve o npobrneme B Mecte ee
BO3HVKHOBEHWS, @ BCTPOEeHHas 6ecnpoBofHas AnarHocTka 3KOHOMMUT
AparoueHHoe BpeMsi, HeMeANEHHO Bblaensis o6HapyxeHHyto npobnemy. Habop
aKTMBHBIX MHCTPYMEHTOB aHanu3artopa AirMagnet Wi-Fi Analyzer Pro
Mo3BoOMsieT NONb30BaTENO NPUHUMATD LieneHanpaBreHHbIE Mepbl,
HeobxoauMble ANs NOUCKa U YCTpaHEHUS! HEUCTIPaBHOCTEN.

Utiization 37.03%

Ham 39

o . . =) 28 Frames{Bytes

YcTtpaHeHue HeucnpaBHocTen Wi-Fi B pexxume peanbHoro BpeMeHu E@cnl Butr
gig Mg, Frames

Ananusatop AirMagnet Wi-Fi Analyzer PRO npegoctaBnsieT ctaTUCTuKy Ha e

YPOBHE NakeToB AN KaXA0ro kaHana u ycTponcTea, paboTatoLlero B

paguocnekTpe. Mimesi BO3MOXHOCTb MOCTPOEHUS TPEHA0BLIX rpachuKoB

Thioughpt 1.0Mb

206542 36874907
o 40567 15
@ 112,
@ 15127

MCNonb30BaHUsi KAHAMNOB M MPOMYCKHOW CNOCOGHOCTM, NONb30BaTENN MOTYT
peLlaTb MHOr1e Npobnembl, CNOCODOCTBYOLLNE NOHKEHNIO 0bLLEen
npoussoanTenbHOCTM BecnpoBoAHON fokanbHon ceTu. MNMonb3oBaTenu MoryT
npocMaTtpuBaTh TPEHAOBbIE rpadukn CUmbl cUrHana, Wwyma, kagpos, oLWnGoK,
NOBTOPHbIX MOMbITOK, LUMPUHbBI KaHana 1 T. N. Mo KaX4oMy KaHany 1 yCTponcTBy
©ecnpoBOAHON NoKanbHOW ceTu. ATU LieHHbIE rpadmku coaepaTt BaXHble
ykasaHus Ha npobnemsbl, BNUAOLWME Ha NPOM3BOANTENBHOCTL HECNPOBOAHOMN
nokaneHon ceTn. Hanpumep, rpadnkv NOBTOPHbLIX MOMNbITOK OTNPaBK/ NAKeTOB
M KonM4yecTBa oWmBOoK nokasbiBatoT obracTi 6ecnpoBoAHON NOKanbHON ceTw, B
KOTOpbIX Npoucxoaut cbow ceAsun. Ha akpaHe aekogmnpoBaHusi AirMagnet Wi-Fi
Analyzer PRO nonb3oBaTtenu MoryT npocmaTtpveaTb ¥ aHann3npoBaTb CNUCOK
NakeToB B peXume peanbHOro BpeMeHu, Bkrtoyas naketbl 802.11n 3X3 n
802.11ac 3X3, a Takke MCNonNb3oBaTb OTCMEXUBATbL MPOTOKOSbI BEPXHEro
ypoBHsi. AirMagnet Wi-Fi Analyzer PRO gaeT nonb3oBaTensiM BO3MOXHOCTb
NPUMEHATb PUNbTP ANs N30NAUMM OTAENbHbIX NAKeTOB, OPUEHTUPYSACH Ha
onpegeneHHbin kaHan, SSID, y3en, IP-agpec nnu coopmat naketa.
BawwundposaHHble nakeTel WPA-PSK 1 WPA2-PSK moryT 6bITb
pacwudpoBaHbl. C NoaaepKkor HECKOMbKMX adanTepoB B aHansaTope
AirMagnet Wi-Fi Analyzer PRO nonb3oBaTtenu MoryT oTCrnexmnBaTtb HECKOMbKO
KaHanoB OAHOBPEMEHHO, UCMONb3Yys OTAENbHblE aganTepbl HA O4HOM U TOM Xe
KOMMbloTEpPE.

BcTpoeHHas akcnepTusa 6ecnpoBoAHbIX ceTen

AirMagnet Wi-Fi Analyzer PRO ynpouiaeT npouecc 6narogaps aHanntnyeckom

suson

B AP broadeasting SSID

AP Cisco:4D:E8:41 (Name: Cisco_1200_G_4 ; SSID : AirMagnetGuest) is curently broadcasting its SSID
e

)i clear text. For isg
furmed offn the AP confizuration. For certain vendor APs, this confizuration i called ‘Broadcast SSID in
SSID broadeast d N

. -
cucteme AirWISE®, paboTatoLeli B peanbHOM BpeMeHu. [laHHas cuctema e =
aBTOMAaTNYeCKN 0OHAPYXMBAET NEPBOMNPUYNHDI AN HECKOSBKUX COTEH BUAOB s,

yrpo3 6e3onacHocT 1 Npobrem NpoM3BoAUTENbHOCTU elle A0 TOro, Kak OHM i

beacon” Ey your WLAN by any defisition, it does prevent

your AP from being discovered by war-deiving tools such as NetStumbler. Tming off SSID broadcast also

MoBNUAOT Ha paboTy ceTu. 3aTeM OHa NEPEXOAUT Ha CreayloLmMiA 3Tan, AaBasi
nonb3oBaTento ykazaHUs OTHOCUTESBHO TOTO, KaK peLumnTb Npobnemy n
n3bexaTb ee BO3HWKHOBEHUs B Byaywiem. Bce aTo obecneunBaet 6onee
ObICTPbIA N TOYHBIV NMOUCK U YCTpaHeHWe HencnpaBHOCTEN, NO3BOSISS
3KOHOMUTb JOPOrOCTOSILLME BHYTPEHHME pecypcbl. OH Takke MoXeT
aBTOMaTMYeCKV NpeaynpexaaTe 1 yBeaoMnsATb Bac o 6onee yem 150 yrposax u
npobnemax, B TOM yucne:

1. Mpobnembl 6e30NacHOCTU, TakMe Kak HECAHKLMOHMPOBAaHHbIE

WLAN hackers hisicated tools and knowledige. Please note tha the

system can discover un-broadcasted SSID and APs.

YCTPOWCTBA, aTakn TMNa «oTka3 B 06CNyXMBaHUU», aTaku C Lienbio
NPOHUKHOBEHUS, NPOGNEMbl ayTEHTUMKALMM U KOOUPOBaHUS,
yAI3BMMOCTM HACTPOEK Ballen MHPACTPYKTYpPbI.

2. Takue npobnembl NPOM3BOAMTENBHOCTU, Kak Neperpyska kaHana unm
YCTPOWCTBA, OLUMGKM pasBepTbIBaHWS U 3KCnyaTauum, Npobnemsl
ynpasneHus pagmoyactotTamu, ¢ Tpadumkom, a Takke QoS n VoWLAN.

PucyHok 3: OkcnepmHbili akpaH AirWISE

AirMagnet Wi-Fi Analyzer PRO npepgocTaBnsieT metogmyeckune ykasaHus, nomoratowme UT-agmuHmuctpaTopam o6HapyuBaTb HEMCNPABHOCTK, B
TOM yncne npobnemsl ¢ 6€30MacHOCTbI0, MPON3BOAUTENBHOCTLIO, MOMEXM, OLLUMOKN B HACTPOMKaX YyCTPOMCTB, U AaeT pekoMeHaauum no
yCTpaHeHuo 3Tux npobnem. brbnuoTeka Takke cogepXxuT MHpopMaumto 06 OCHOBHBIX (OYHKLIMSIX peLUeHnst U 06 NX UCMofb30BaHWUM Npu

BbIsiBNeHUn pelueHun npobnem B cetsax WLAN.
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CpenctBa akTUBHOIO yCTPaHeHUA HeUcrnpaBHOCTEN

AirMagnet Wi-Fi Analyzer PRO — egnHCTBEHHbIN B OTpacnuv aHanusaTtop
6ecrnpoBOAHbIX CeTel C KOMMMEKTOM CPEeACTB ANs akTUBHOIO Moucka u
ycTpaHeHusi HeucnpasHocTen Wi-Fi ana GbicTporo onpegenexus n pellexust
npo6nem cetun. K aTum npobnemam Mo>XHO NPUYNCANTL HEBO3MOXHOCTb
nonb3oBaTtenen NOAKMOYUTECH K CETU, MeAIEHHOE MOAKII0YEHNe K CeTu nnm
npunoxexuam WLAN, HapyweHne koHdurypaumm 802.11n n 802.11ac,
neperpysky Tpaduka/vHpacTpyKkTypbl, OTKa3bl annapaTHbIX CpeacTs,
npobnembl poymuHra, npobnemsl nomex multipath n g. Mpu nomoLum aTMx nerko
[OCTYMHbIX CPEACTB NONb3oBaTenn MoryT peliats nobbie npobnemsl,
BMMSIOLLME HA NPON3BOANTENBHOCTL CeTU. B komnnekT BxoauT:

« JlokaTop yCTPOWCTB: YCTPONCTBO, NoAo6HOe cueTyuky [enrepa, kotopoe
nomoraeT onpegenaTb puanyeckoe MecTornonoxeHune noboro
HeCaHKLMOHMPOBAHHOTO UMW NPOTUBOPEYaLLEero NonmMTmke
6e3onacHOCTM yCTPOMCTBA.

MpoBepka coeanHeHWs: MHCTPYMEHT, NO3BONSAOLLMIA N3MEPST
nopkntovexmne k cetn (DHCP, Ping, TpaccupoBka) u
npoussoguTensHocTb npunoxexHun (HTTP, FTP, ayano, Bugeo) mexay
OBYMSI TOUKaMMU «B OAWH KIUK».

CpencTBo ANs U3aMepeHus pacrnpeaeneHusi curHana: BoissBnseT nobble
I'Ip06J'IeMbI MHOronyTeBoro npoxoxaeHnsa B CeTu,

Pa6oTa c poyMyHrom: nsmepsieT Bpemsi pOyMrHra Mexay Todkamu
[OCTyna y KIUEHTOB.

CpepncTBo Ans usmepeHus npoussogutensHocTtu/lperf: nsmepsiet
npomnyckHyto cnocobHocTb ceTn uplink/downlink;

Kanbkynsitop nponyckHol cnocobHoctn 802.11n n 802.11ac:
CpaBHMBaET NPON3BOAMTENBHOCTb TOYEK AOCTYNA, 3asiBIIEHHYIO B
cneumnukaLmm NocTasLLyMKa, C BOSMOXHOCTAMM 3TUX YCTPOWCTB;
CpeacTtBo ans aHanusa aggektnHoctn 802.11n 1 802.11ac:
aHanuampyeT ceaHCbl MeXay To4KaMu AOCTYNa U CTaHUUAMU U
nokasblBaeT NpW NOMOLLYM LIBETOBOW KOAMPOBKM, HACKONBbKO
3(hPEKTUBHO NCMONb3YIOTCSt BO3MOXHOCTU cTaHaapTa 802.11ac u
802.11n;

CumynsTop nponyckHor cnocobHoctn 802.11n n 802.11ac: cumynatop
paccunTbIBaeT NPOMYCKHY CMOCOBHOCTL CeTH, 3arpy>KeHHOCTb U
cnyxebHyto Harpysky B 3ajaHHbIX NOSIb30BaTENEM YCMOBUSIX, UMUTUPYS
CYLLIECTBYIOLLYIO MHEPPACTPYKTYpY nnun gobaBneHne B CETb HOBbIX TOYEK
[ocTyna unu cTaHuun.

OnpepeneHne CNOXHbIX aTak Ha 6ecnpoBOAHYIO CeTb

[Momunmo noncka HeaBTOPU3OBaHHbIX YCTPOWCTB U BPELAOHOCHBIX NPOrpamm,
AirMagnet Wi-Fi Analyzer PRO obHapyxuBaeT KOMNNeKCHble aTaku NpoTus
KopnopaTuBHON 6ecnpoBOAHON CETU, HanpaBneHHble Ha HapyLleHne paboThbl
B6ecnpoBoHbIx cnyx6. B ux umcne atakm Tuna «oTkas B obcnyxusanusi» (DoS),
HarnpaBsreHHble NPoTMB koprnopaTtusHo AP/STA/MHGPaCTpyKTypbl Takue Kak,
npegHamepeHHble paano4acTOTHbIE MOMEXW, KOMMEKTUBHbIE N OCHOBaHHbIE Ha
wndpoBaHun DoS-aTaku, oTKNYeHUS 6ECNPOBOAHBIX COEANHEHWUIA 1
MHoXxecTBo apyrux. Kpome toro, AirMagnet Wi-Fi Analyzer PRO BbisiBnisiet
NonbITKN BTOPXEHWSA B 6€CNpoBOAHYI0 MHAPACTPYKTYPY, Takue Kak
pa3HoobpasHble aTakm «nepebopom no croBapio», CO3AaHNE NOXHbIX TOYeK
poctyna, nonbiTkn B3noma WEP, ataku Tuna «4enoBek nocepeaunHe», nakeTol,
HapyLlaloLme npasuna nepegayn, atakvm Ha TO4K/M JOCTyna, MackMpoBKY
CTOPOHHUX TOYeK AocTyna u T. 4.

Yrny6neHHbIN aHanus

AirMagnet Wi-Fi Analyzer PRO npoBoauT rny6okuii aHanua npobnem
6ecnpoBOAHbIX CETEN B LUMPOKOM CreKTpe obnacTten, B TOM Y1cre aHanua
poymuHra u nomex. Mpu 6ypHOM pocTe KONMYecTBa NINYHbLIX YCTPOWCTB,
ncnonb3yembix Ha paboyem mecte, UT-cneunanmcTbl CTankuMBarTCs ¢ HOBbIMU
npo6nemamu, ANs peLleHnst KOTOPbIX U Co34aH aHanusaTop 6ecnpoBOAHbIX
ceten AirMagnet Wi-Fi Analyzer PRO.

#0: |Thcscospizsn QA-1250-40v P TestPerod: | 60 | seconds  Runring: [ 5% semnds@lperf

L Chart Type: | Throughput: v|
[ 8PS TA (Downi. | STAAP [Upink) |
[ Paskets per secand _ 2035 275
[v Kbits persecond 2453 3467
| sina “
v Hose g1
[ Reties/sec nla 0/4%
I [° crcies % wa
Mumber of Packets 117020 111764
Humber of bytes 116338136 112792023
1300 1300

+f Performance Test
@1 OUP  Server; | 101896 v pon [0 | Eluposntik
[ erf Completion msg recever! T~

3 TRANSFER_REPORT saved to queus: ID: 2144 - tine 53.6.
TRANSFER_REPORT saved to queue: ID: 2160 - tine 53.5

TRANSFER_REPORT saved to queue: ID; 21
Display Iperf DOWH: TRANSFER_REPORT: I
Display Iperf UP: TRANSFER_REPORT: ID: 21

B < T

Time (sec) Throughput Jiter Lost{TotalDatagrams | % | Signal | Roise -

g 1, 2008 15:43

3 o 17984.00 Kbitsjsec

Down 10 13524.00 Kbitsjsec E
U 20 18112.00 Kbitsjsec

S50 oazmoMy DHCP[PAddess 1018123  [DHCPSewer 15216811 Lease bianed | 200872121 -15
|ARBSSID | 0017DFASSEOD  Subret Mask 2552562550 DNSSewer 101115101119 LeaseEipites  2008/2121-23
Chamel 44 Defaut Gateway 101.81 WINS Server (N LessePeiod  8his

PucyHok 4: Cpedcmea usmepeHusi npomyckHol criocobHocmu
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Total: 5,
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Y

PucyHok 5: Omyemsi o cosmecmumocmu AirMagnet Wi-Fi Analyzer
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0O630p paboTtocnocobHocTu cetn WLAN

AirMagnet Wi-Fi Analyzer PRO npoBoauvT NonHyto MHBEHTapu3aLuuio yCTPONCTB,
BKItOYas TOYKM OCTYyna, KNMEHTCKMEe U CMapT-yCTPOMCTBa, paboTatowwme B
n3yvyaemon cpege. Nonb3oBatensm npegocTaBnseTca nogpobHas
MHpOpMaLIMA O HACTPOMKax U cTaTUCTMKa No Tpadmky Kaxaoro ycTponcTaa.
AirMagnet Wi-Fi Analyzer PRO Takxe npegoctaBnsieT naHenb MOHUTOPUHra
ans 6eicTporo 063opa pabotocnocobHoctn cetv WLAN 1 nomoraet
nonb3oBaTensiM cCocpeaoTouUTECA Ha OCHOBHbIX Mpobnemax, TpedyoLwmnx
HeMeaJIEHHOro paccMoTpeHust, Ansi obecnevyeHnst MakCMMarnbHOrO YPOBHSI
6e30nNacHOCTM 1 MPOU3BOAUTENBHOCTU ceTu. Monb3oBaTensm
npefocTaBnseTcs BO3MOXHOCTb CO3AaHNs pa3HoO6pasHbIX AuarpaMm, B TOM
4yucrne no MCMonb30BaHMIO KaHanoB, Hanbonee akTUBHbLIM (MO KONUYECTBY
BbI30BOB) aboHeHTaM B ceTu, ypoBHAM nomex B cet WLAN, HenpaBumnbHbIM
KOHUrypaumsm, neperpyxeHHbIM To4kam AocTyna, npobnemam
npounsBOANTENBLHOCTY U T.4. [Nonb3oBaTenu MOryT NpoBOANTL AeTanusaumto
ans 6onee rnybokoro nccnegoBaHUsi CTaTUCTUKN B6ECNPOBOAHOM NOKanbHOM
CeTn Mo KaXaoMy YCTPONCTBY, KaHarny 1 CTpykType 6ecnpoBOAHON CBS3N.

PucyHok 6: O630p pabomocrnocobHocmu cemu

AHanuns poymuHra knueHta WLAN

AirMagnet Wi-Fi Analyzer PRO noaaepxuBaeTt nogknto4YeHne HECKOMbKUX
apantepoB WLAN K KoMMblOTEPY AN NOUCKa U YCTPaHeHUs Henonagok
pOyMUHra — oHOW 13 Hambonee pacnpocTpaHeHHbIx Npobnem B ceTax WLAN.
"Magkuii CKOOPANHUPOBAHHBIN POYMUHT KITMEHTOB — KMOYEBOW hakTop B

obecneyeHnn MobunsHocTH 1 6ecnepebonHOro coeanHEHNs1, OXXMOAEMbIX W"/ e —
none3oBaTtensmm oT 6ecnpoBoAHON ceTu, ANs NOObIX NPUNOXEHNIA, BKIOYas - V7777777777777
[aHHble, ronoc u BUAEO. ;

W Rilagre Vi Antyeer PO

PelueHve npenocTaBnseT paclumpeHHble cBedeHns 06 onepaumsix B pOyMUHre
ans noboro knneHta WLAN, Bknoyas ctaHuum, TenedoHbl U NEPEHOCHBIE
ckaHepbl. [Monb3oBaTeENN MMET BO3MOXHOCTb MCMOSb30BaTh BO3MOXHOCTH
AIrWISE®, 4ytobbl nony4nTb NoApobHbIE CBEAEHMS O NPUYMHAX COBbITUI PucyHok 7: OkpaH aHanusa poyMuHea
pOyMUHra, napameTpax yCTPOMCTBa U kaHana, KOTOpble BMMSOT HA POYMUHT, U

[JaHHbIE O KA4YEeCTBE POYMUHTra.

[na TenedoHos VOWLAN nonb3oBaTeny MOryT KOHTPONMpoBaTh 3aAepXXK1 rorioca n Apyryto CTaTUCTUKY, Koraa TenedoH nepexoamnTt oT O4HOro
AP k gpyromy nocpegum pasrosopa. [NpunoxeHne npegoctaensaet gaHHble VoFi (B yactHoctn WiIMOS, cuna curHana un npoyee), 4to Beger K
BIUSIHUIO HA CKOPOCTb Nepeaaydv nakeToB Ansi pasroopa. C NOMOLLbIO 3TOro aHanv3a NepBonpuYMH Npobnem poymmHra nonb3oBaTeny MoryT
MWHUMU3MPOBATb BEPOATHOCTb X BO3HUKHOBEHUS B ceTn WLAN.
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KomnnekcHoe oGHapyxeHue n aHanus nomex B cetax Wi-Fi

[Nomexu — ogHa U3 OCHOBHbIX NPUYNH NN1OXOro coeanHeHna n npo6neM npon3BOANUTENIbHOCTU CETU. Momexu MOryT co3gaBaTbCA OPYruMun
yCTpOVICTBaMI/l Wi-Fi no NpUYnHE NNoXoro nnaHMpoBaHUA KaHanos (nomexm OT coCelHUX NN COBMELLIEHHbIX KaHaJ'IOB) unun nocTtynatb OT

WCTOYHMKOB ApYrvX BUAOB M3nydeHusi. Mingnkatop coctosiHust nomex AirMagnet Wi-Fi Analyzer PRO noka3sbiBaeT 061t ypoBeHb NoMex Ansi

kaxxgoro kaHana Wi-Fi, BblumMcneHHbIn Ha ocHoBe nokasatens nomex Wi-Fi ans ycTponcTB, Cnoco6CTBYOLLMX MOMEXaM; CMINCOK CKPbITbIX Y3MOB U
YCTPONCTB, oTnnYHbIX OT Wi-Fi (ans oGHapyxeHus B ceTsx, oTnu4Hbix oT Wi-Fi, TpebyeTcs yctaHosuTb AirMagnet Wi-Fi Analyzer PRO n

cnekTpanbHble aHann3aTopbl Ha OOHOM KOMMbloeTep), paboTaloLWwmnx Ha AaHHOM KaHane. OTo NO3BONsAET NoNb3oBaTeNsAM 3anaHnpoBaTb
6yaywmne passeptbiBaHua Wi-Fi nnu nameHntsb 1x cyuiectsytollee pa3sepTbiBaHne, YTOObI yBENNYUTL NPOU3BOANTENBHOCTL CETU.

 Calculator
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E 16426 4106 000 271 EE)
TR Timefy Sec) | Packet Count Byte Count
oevee e R 1P 0. Thoos. [2as | o g =
e D5 2 0070 15060 Tanmitns gy 1) CTstesel
B Xy 5 00 o0 Bedingafforiia e medimb Utilization (Air Time %)
gz S 0 0 000 sadngofioro0yaes, edunbu ,
Bsaz w2z Stz 48 55 Waingfor NAY regster (1567 sec) 100 {/
=
[EBia ez
et 3 900k 0o Sk 1 vt 0] s B con B oov | em  siEr | amx sk
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PucyHok 8: Vimumayus npousgodumenbHocmu cemu

Knaccudumkaumsa npyHocMMbIX ¢ cO601M YCTPOUCTB

Beuay HepasHero B3pbiBHOro pocta Wi-Fi 1 nocTosHHO pacTyLliero gpeHomeHa
BYOD (npuHocumbIx ¢ coboi ycTpoincts) UT-rpynnbl opraHusauni
CTarnkuBalTCs C MOCTOSHHOW NPOo6reMow Kak NoAAEP> KK TakuX YCTPONCTB, Tak
1 NnoncKka HemcrnpaBHOCTEN, BO3HMKAIOLLMX NpY nX ucnons3osaHumn. AirMagnet
Wi-Fi Analyzer PRO mMrHoBeHHO 0GHapyxuBaeT v knaccuduumpyet
CMapTdOHbI 1 NNaHLWWEeTbI, KOTOPbIE NMOAKMOYATCS K CeTW. Ta BOZMOXHOCTb
nossonsieT UT-npodeccrmoHanam, paspeLwumTb 4OCTYN B CETb ANA 3TUX
YCTPONCTB, BbICTPO HAWTU M YCTPaHUTL NPOBneMmbl, Bbi3BaHHbIE 3TUMU
YCTPONCTBaMW, TakK Xe Kak 1 OnpeaenuTb nx Bosdenctame Ha paboTy u
6e3onacHocTtb cetn WLAN. Hanpumep, nonb3oBaTtenu MoryT o4eHb ObICTpo
yBUAETb HEABTOPU3OBaHHbIE MHTEMMNEKTYarnbHble YCTPOWCTBA, KOTOpbIe
NOAKIMIYAOTCA K CETU, N ONpeaennTb, SBNSETCSA NN NOBbILLIEHHbIM
MCMNoNb30BaHWe NPONYCKHON CMOCOBHOCTN KOHKPETHBIM MHTENNEKTyanbHbIM
YCTPOMCTBOM, NyTeM npocMoTpa rpadmka «Top Talkers» Ha npubopHomn
naHenw.

PucyHok 9: AHanu3 ceaHcoeg 802.11n
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PucyHok 10: VilumennekmyansHble ycmpoticmea
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KoHTponbHasa npoBepka 6ecnpoBogHON ceTun

Ananusatop AirMagnet Wi-Fi Analyzer PRO geiicTByeT Kak He3aBUCUMbIN MHCTPYMEHT AN NPOBEAEHUSA KOHTpOnbHoW npoBepku cetern WLAN.
Mcnonb3yst NONHOCTBbI0 MOBUINBbHBIN MHCTPYMEHT, T-cneumanncTbl MOryT ObiTb YBEPEHbI, YTO BO BPEMSsI KOHTPOMbHOW NPoBepKy Beb-cavita 6bino
HalngeHo Bce, a He TONbKO Te YCTPOMCTBA, KOTOPbIE HAXoAATCA B NpeAenax BUAMMOCTY CETU U3 TOYKM AOCTyna.

Mowuck HeCaHKUMOHMPOBAHHbLIX TOYEK AOCTyna B CeTn

AirMagnet Wi-Fi Analyzer PRO aBTOMaTnyecku obHapyxuBaeT u
npegynpexaaeT nonb3oBaTens o AecATkax BTOpPXeHuii B 6ecnpoBogHyto ceTb,
nonbITkax NPOHWKHOBEHMS U anroputmax Banoma Wi-Fi, koTopble MoryT 6biTb
MCMONb30BaHbl HECAHKLIMOHUMPOBAHHBIMU YCTPONCTBaMU B BalLEn CETH.
HecaHKUMOHMPOBaHHbIE YCTPONCTBA He 0653aTenbHO A0MKHbI ObITh
BPEAOHOCHBIMW — HEOAHOKPaTHO Nornb3oBaTenn 6e3 3agHen mMbicnu
noAkntoyany cBon yCTpoOMUCTBa B NONbITKE YMyYLUUTb NPOU3BOAUTENBHOCTL. ITH
YCTPOMNCTBA 4acTo NPEACTaBNSAIOT NErkyto BO3MOXHOCTb MPOHNKHOBEHNSA B CETb
Ans XakepoB, KOTOPbIe WLLYT NyTW JOCTyNa K KopnopaTuBHOW ceTu. VIHCTpyMeHT
noucka AirMagnet Wi-Fi Analyzer PRO HaxoauT HeCaHKLUMOHMPOBaHHbIE U
HapyLlaroLme NonuTrKy TOYKU JOCTYNa u CTaHLuUK, a Takke no3sonset
YCTaHOBUTbL UX (PN3NYECKOE MECTOMOSIOKEHME.

PewweHune ckaHupyeT 6onee 200 paclumpeHHbIX kaHanoB B cnektpe 5 Mu.
MockonbKy B3NoMLUMKM BecnpoBoaHbIX ceTel 6osbliue He orpaHUYMBaOTCS
0o6LLeoCTYNHbIMK KaHanamm, BO3MOXHOCTb CKaHMPOBaHWSA B Bonee LWMpoKoMm
CreKTpe CTaHOBUTCSI HAacyLHON He0BX0AMMOCTbIO.

YasBumocTu KoHdurypaumm

C nomotybto cuctembl curHanusaummn AirWISE ananusatopa AirMagnet Wi-Fi
Analyzer PRO MOXHO nerko npoBepuTb, NPpaBuibHO N HACTPOeHa ceTb Ans
©6e3onacHou akcnnyatauun. Mogyns AirWISE moxeT o6HapyxuTb n
OMNOBECTUTL 0 Npobrnemax 6e3onacHOCTY MO LeNoMy psifly NOTEHUMaNbHO
onacHbIX 6ecnpoBOAHbIX KOHUIypaLuiA, KOTOpble MHaye ocTanuce Obl
He3aMeYeHHbIMW UN HeONO3HaHHbIMW. MOHUTOPUHT CETEBON MHAPACTPYKTYPbI
He MOXeT AOCTOBEPHO BbISIBUTL 3T crabble MecTa B cucteme 6e3onacHocTu,
MOTOMY YTO MPU NPOBEPKE MHPACTPYKTYpa CPAaBHNBAETCS TOSbKO CO CBOUMMU
cobCTBEHHBIMM HAacTpovikamu. Ecnm oHn HeoCTaToOYHO CTPOrK, TO 3Ta
nposepka 6yaeT HEKOPPEKTHOW.

“% Rogue AP by MAC Address (ACL)

PucyHok 11: [Touck HecaHKUUOHUPOBaHHbLIX moyek docmyra 8
cemu

PucyHok 12: BeisieneHue yassumocmel KoHghuzypauyuu
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HeBepHO HaAcTpoOeHHbIe YCTPONCTBA

Ananusatop AirMagnet Wi-Fi Analyzer PRO BbisiBNsSieT HECOOTBETCTBUS KOHUIypaLumm 1 onBKK, KOTOpble MOTFYT HEFAaTUBHO NOBMNUATL Ha
Npon3BOAUTENBHOCTb ceTu, ucnonbays cucremy AirWISE. Moaynb AirWISE uweT HacTporkn, KOTOpble NPUBOAAT K CHUKEHUIO
Npoun3BOANTENBHOCTY CETU, U NpeaynpexaaeT nonb3osaTtens o npobnemax koHdurypauun. HesaBucumbli MexaH13m NPOBEAEHUS KOHTPOSBLHOW
NPOBEPKN rapaHTUpyeT, Y4TO oLwMOKM ByayT BbisSIBNEHb! U ncnpasneHbl 6e3 BNusHWS Ha paboTy Bcew ceTu.

MHTerpMPOBaHHbIe oT4yeThbl

B AirMagnet Wi-Fi Analyzer PRO BCcTpoeH reHepaTop 0T4eTOB, YNpOLLaoLLniA
npeobpasoBaHue pe3ynbTaToB aHanusa ceten Wi-Fi B npodeccmoHansHo
COCTaBreHHble 0T4YeThl. Bbibepute 13 6ubnuoTekn npeasaputensHo
CO37aHHbIX OTHETOB UM CO3JaiTe LeneBble 0TYeThl, BbIOpaB onpeaeneHHble
arneMeHTbl B MONb30BaTenbCkoM uHTepdence. OT4yeTbl OXBaTbIBaKOT BCE
obnacTtu noucka 1 ycTpaHeHUst HeUCNPaBHOCTEW, a Takke aHanu3 CcTaTUcTUKn
P4, otueThl 0 kaHane, ot4yeTbl 06 YyCTPOMCTBAX, OTHETLI O MPoGnemax
6e3onacHocTy unu nponssoamTensHocTn AHanmaartop Wi-Fi Analyzer PRO
TaKKe co3haeT roToBble ayaUTOPCKUE OTYETHI O COOTBETCTBUM AN Pa3fUYHbIX
HOpMaTUBHbIX cTaHaapToB, Takux kak HIPAA, PCI, SOX 1 1. g. OTyeTsl
NpefoCcTaBnAloT NO3TAMNHYI0 OLEHKY NPOXOXKAEHNS/HENPOXOXAEHNS KaXKaoro
pasgena crtaHgapra.
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PucyHok 13: AHanus nomex Wi-Fi u dpyaux duana3oHos
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PykoBOACTBO MO pa3MeLleHnto 3aKka3oB

HassaHue npoaykta

AirMagnet Wi-Fi Analyzer PRO AM/A1150

AirMagnet Spectrum XT (aononHuTensHo) AM/B4070

Komnnekt mynbTnapantepa AirMagnet ans aHanusatopa Wi-Fi Analyzer PRO (gocTynHbl Bepcun ans

AM/C1
CLUA, AnoHun n mexayHapoaHble Bepcun) /C1090
USB-agantep PROXIM ORINOCO 8494 802.11A/B/G/N (aoctynHbl Bepcun ansi CLIA, AnoHun n Bepcuns AM/C1080
«MexayHapoaHbI pexmm»)
Apantep NetScout 802.11 A/B/G/N/AC 3X3 Express Card AM/C1097

MuHuManbHbIe cucTeMHbIEe Tpe6oBaHMA — HOYTOYkK/NnaHweT

OnepaumoHHble cucteMbl ans npunoxexuii: Microsoft® Windows 7 Enterprise/Professional/Ultimate (64-pa3psigHast), Microsoft Windows 8.1 Pro/Enterprise (64-
pa3psigHas) unu Microsoft Windows 10 Pro/Enterprise (64-paspsgHas)

Intel® Core™ 2 Duo 2.00 Ty (pekomeHayeTcs Intel® Core™ i5 nnu Bbiwe)

MamsaTb: 4 b namsaTh nnu Gonblue

800 MB cB0604HOIrO MecTa Ha XeCTKOM Aucke

Cnot ExpressCard/USB-nopt nnu nopaepxusaembini AirMagnet BHyTpeHHuin agantep ceten WLAN

Heckonbko pasbeMoB Ha MK npun NCnosib30BaHMN HECKOJNbKNX adanTepos. PeKomeH,qyeTcn ncnonb3oBaTb KOMMIEKT AN HECKONTbKMX adanTepoB AirMagnet.

MopnepxuBaemble AirMagnet agantepbl 6ecnpoBoaHomn ceTn

[lononHUTenbHbI aganTep crnekTpa u nUUeHsus (TpebyeTtcs Ans NpocMoTpa AaHHbIX CEeKTpa U YCTPONCTB, He oTHocsmxest k Wi-Fi; Tonbko ansa AirMagnet WiFi
Analyzer Pro). Mopaepxveaemas nHterpaumnst n AirMagnet Spectrum XT

Mpumevanue: Apantep AirMagnet Spectrum XT npeactaBneH B hopm-chaktope USB

MuHuManbHble cucTeMHble TpeboBaHua — Apple MacBook PRO

OnepaumoHHble cuctembl: MAC OS X v10.9 (unu Gonee nosgHeii Bepcuu) ¢ nogaepxueaemoin OC Windows (kak yka3aHo B pasgene Afsi HoyTOykoB, NiaHLIeToB U
MK), 3anyweHHoln ¢ nomoLubto Boot Camp®

LiM Ha ocHoge Intel® ¢ yactoTtor 2.0 [Ty unu Bbiwe

MamsaTte: 4 6 namsTv unu Gonblue

800 MB cBob60o4HOro MecTa Ha XECTKOM AMNCKe

BHyTpeHHuin apantep 6ecnpoBoaHoii ceTn Broadcom 802.11ac (MacBook 2013 1 2014), WLAN-agantep Airport Extreme 802.11n Ha ocHoBe Atheros nnu USB-nopt
(B 32BUCMMOCTU OT TOFO, 4TO NPUMEHKUMO)

Heckonbko pa3bemoB Ha K npu ncnonb3oBaHWM HECKONbKUX aganTepoB. PekoMmeHayeTcs ncnonb3oBaTb KOMMNMAEKT Anst Heckonbkux agantepoB AirMagnet.

[ononHuteneHbIi aganTep cnekTpa v NuueH3ns (TpebyeTcs Ans NpocMoTpa AaHHbIX CMEKTPa U YCTPONCTB, He oTHocawmxes k Wi-Fi; Toneko ana AirMagnet WiFi
Analyzer Pro). Mopaepxveaemas nHterpaumnsi n AirMagnet Spectrum XT

Mpumevanue: Apantep AirMagnet Spectrum XT npeactaeneH B hopm-cpaktope USB

MuHuManbHbIe cucTeMHble TpebGoBaHus - ceTeBon aHanuTuk NETSCOUT OptiView XG

CerteBble aHanuTukn OptiView XG komnaHun NETSCOUT nop ynpasneHvem 64-pa3psigHoii onepaumoHHoi cuctembl Microsoft® Windows® 7 Professional SP1 nnn
64-pa3psaHon onepaunoHHon cuctembl Microsoft Windows 10 Professional

[INs NOMy4eHmA [OMOMHUTENbHBIX CBEAEHMIN UM NPOCMOTPa MUHUMATTbHBIX TpeGoBaHuIA K cUCTeMe noceTuTe Halw Be6-caint. Wwww.enterprise.netscout.com

N ETSCO UT ©2017 NETSCOUT. Bepoysi: 12/2/2016 12:01 nocnie nonyans (ID nuTepatypsl: 3945569)
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